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Aspek sumber daya manusia (SDM) merupakan aspek yang paling penting untuk dikel ola karena merupakan
penggerak pengamanan infomasi. Penelitian ini membahas tentang desain perencanaan peningkatan
kompetenst SDM keamanan informasi berdasarkan Kamus Kompetensi Teknis Keamanan Siber Dan
Persandian yang disusun oleh BSSN sebagai standar kompetensi keamanan siber sesuai dengan karakteristik
tugas jabatan di Pemda. Desain perencaan ini diterapkan pada Pemda XY Z. Data profil kompetensi
diperoleh dari asesmen melalui wawancara terhadap 5 personil Pemda XY Z yang bertugas dalam area
pengamanan informasi. Hasil asesmen ini kemudian dibandingkan dengan standar kompetensi yang ideal
sehingga diperol eh data kesenjangan kompetensi dari setiap personil. Hasil dari penerapan desain perencaan
pada Pemda XY Z, terdapat 15 unit kompetensi yang ideal dimiliki oleh personil Pemda XY Z dari total 33
unit kompetensi keamanan siber. dari 15 unit kompetensi tersebut, 5 kompetensi diidentifikasi sudah
dimiliki, sehingga masih terdapat kebutuhan sebanyak 10 unit kompetensi yang perlu dipenuhi. Dari aspek
kebutuhan jabatan fungsional, dibutuhkan 5 jabatan fungsional dibidang keamanan informasi, 3 personil
padalevel 2 (Pertama), 1 personil padalevel 3 (Muda) dan 1 Personil padalevel 4 (Madya). Hasil penelitia
ini juga memberikan rekomendasi prioritas pelatihan untuk setiap personil. Pada akhir penelitian dilakukan
validas kepada 5 (lima) orang narasumber sesuai dengan indikator validasi yang telah ditetapkan.

...... The aspect of human resources (HR) is the most important aspect to manage because it is the driving for
information security. This study discusses the planning design for increasing the competence of information
security human resources based on the Technical Competency Dictionary for Cyber Security and Encryption
compiled by the BSSN as a cyber security competency standard in accordance with the characteristics of job
assignments in the Regional Government. This planning design is applied to the Local Government of XY Z.
Competency profile data was obtained from an assessment through interviews with 5 Local Government of
XY Z personnel who served in the area of information security. The results of this assessment are then
compared with the ideal standard of competency in order to obtain competency gap data for each personnel.
Asaresult of implementing the planning design at the Local Government of XY Z, there are 15 competency
unitsthat are ideally owned by Local Government of XY Z personnel out of atotal of 33 cyber security
competency units. of the 15 competency units, 5 competencies are identified as already owned, so thereis
still aneed for as many as 10 competency units that need to be fulfilled. From the aspect of functional
position requirements, 5 functional positions are needed in the field of information security, 3 personnel at
level 2 (First), 1 personnel at level 3 (Junior) and 1 Personnel at level 4 (Madya). The results of this study
also provide training priority recommendations for each personnel. At the end of the study, 5 (five) resource
persons were validated according to the established validation indicators.
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