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This textbook isfor courses in cyber security education that follow National Initiative for Cybersecurity
Education (NICE) KSAs work roles and framework, that adopt the Competency-Based Education (CBE)
method. The book followsthe CBT (KSA) general framework, meaning each chapter contains three
sections, knowledge and questions, and skills/labs for Skills and Abilities. The author makes an explicit

bal ance between knowledge and skills material in information security, giving readers immediate applicable
skills. The book is divided into seven parts. Securely Provision; Operate and Maintain; Oversee and Govern;
Protect and Defend; Analysis, Operate and Collect; Investigate. All classroom materials (in the book an
ancillary) adhere to the NICE framework.

Mirrors classes set up by the National Initiative for Cybersecurity Education (NICE)

Adopts the Competency-Based Education (CBE) method of teaching, used by universities, corporations, and
in government training

Includes content and ancillaries that provide skill-based instruction on compliance laws, information
security standards, risk response and recovery, and more
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