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Abstrak
 

In the digital world, the need to protect communications increases every day. While traditional digital

encryption methods are useful, there are many other options for hiding your information. Information

Hiding in Speech Signals for Secure Communication provides a number of methods to hide secret speech

information using a variety of digital speech coding standards. Professor Zhijun Wu has conducted years of

research in the field of speech information hiding, and brings his state-of-the-art techniques to readers of this

book, including a mathematical model for information hiding, the core concepts of secure speech

communication, the ABS-based information hiding algorithm, and much more.

This book shows how to implement a secure speech communication system, including applications to

various network security states. Readers will find information hiding algorithms and techniques (embedding

and extracting) that are capable of withstanding the advanced forms of attack. The book presents concepts

and applications for all of the most widely used speech coding standards, including G.711, G.721, G.728,

G.729 and GSM, along with corresponding hiding and extraction algorithms. Readers will also learn how to

use a speech covert communication system over an IP network as well as a speech secure communication

system applied in PSTN.
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